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TOWN of WELLFLEET
COMPUTERIZATION POLICY

SCOPE of WORK:

Nov. 13, 2007:

MOTION: To move that the Board of Selectmen votadge the Finance Committee move forward
with a specific charge to recommend goals and doggmolicy.

Motion by: Jacqui Beebe. SecondedrayWood.

Yea5 NayO

Introduction

To accomplish this assignment, the Finance Comenitianed a subcommittee composed of Patricia
Foley, Arlene Kirsch, John Makely, and Sylvia Smithis group conducted Town policy fact-finding
interviews with the Director or Manager of Infornuat Technologies in Brewster, Chatham, Eastham,
Harwich, Truro, and Provincetown. We also studleei2002 BOS Computer and Internet Use Policy.

In December 2007, follow-up surveys were sent talddartment heads in eight Lower Cape
communities, including Wellfleet. These surveysems&bout content & frequency of Information
Technology training, department uses of compusaftyware installed, perceived benefits to their
department and their town, levels of authority, #reldisposal of retired computers and their data.

Policy recommendations were solicited and recefvaa five Information Technology service
providers and consultants. Finally, the Informafi@thnology policies of Brewster, Hingham, and
Plymouth were reviewed.

The Computerization Policy of February 2008 isvanty document subject to periodic revision.

It may be beneficial to designate an Informatioehrelogy chain of command and information within
the Wellfleet Town government.
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Town of Wellfleet
Information Technology (IT) Policy

Vision - Goals - Objectives

Thevision driving this policy is a migration from the curtdngh-cost organizational model (user
groups isolated from one another and unable tadgeknowledge and technology existing in other
groups; widespread duplication of effort; softwhtense issues; etc.) to a networked system tlsa¢f®
cooperation, shared resources, and the simpliom§¥ol inherent in a model designed with all Town
offices’ needs in mind.

Cost reduction is achieved by: 1) Simplicity: tlystem matches the scale of the Town government and
the do-for-yourself independent mindset of our grieaders; 2) Sensible Centralization: creatioa of
system that allows for sharing things that everyoeeds such as a website, a database, and iddas; an
the overarching organizational scheme matching itip twe financial organizational infrastructure.

As the Central Plan is incrementally implementéd, ¢ost curve should decline, which should bring
about savings by tracking and reporting at anmitatvals.

Thegoal of supplying Town Employees with computer access@nfiguring the computers with
software appropriate for the tasks to be perforraed improve employee productivity and improve
customer service to residents and non-residents.

Objectives The Commonwealth's IT policy states: "The Commealth has a responsibility to ensure
that information technology solutions are seledtaged on best value after careful consideratiail of
possible alternatives including proprietary, pulsictor code sharing and open source solutions” [se
Appendix C]. Similarly, the following policy — eféive February 19, 2008 — is intended to facilitate
the goal above in a way that wilaximize efficiencies and minimize costand that fits present IT
needs and plans for future IT needs, including i@ solutions in the areas of Town data security,
legal/liability issues related to an IT programwioequipment security, website plans, re-establesiim
of a Computer Committee, maintaining an inventdrgamputer software and hardware, use and
oversight of short-term contractors, access to Thwrelated data, an IT disaster plda lpe

developed], and decisions for the Town Administrator. Thdigpalso will protect the Town, the
privacy of residents and non-residents, the Towrn/estments in IT, and the employees of the Town.

The technologies affected include, but are nottéchto, computers, computer files, software, prajte
scanners, servers and any other physical equipmemigll as electronic mail, voice mail, Internetla
Intranet, and portable communication devices.

The Town of Wellfleet expects all employees to tese information technologies solely for business
purposes. Employees should not assume that anyutengrjuipment or technologies, such as
electronic mail and data, are confidential or pievd he Town (or its designated representatives)
maintains the right and ability to enter these cotapsystems to access and review any information.

Disciplinary action will occur whenever a breachseturity or hacking is detected and determindzkto
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intentional or negligent. Any employee found to éailated this policy may be subject to disciptiyna
action, up to and including termination of employme

Managers and supervisors are responsible for ewgstirat all of their employees using computers have
read this policy and understand its applicabilitytteir activities.

These regulations may be updated from time to inckamended at the discretion of the Board of
Selectmen.
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INFORMATION TECHNOLOGIES (IT) ADMINISTRATIVE POLICI  ES

. A Town-owned computer inventory, including relatequipment, and a maintenance log
shall be maintained by the procurement officer @wi Administrator’'s office. The
inventory must also include all software, includiagti-virus, as well as Vendor support
contracts for each computer. The TA and/or ATAraguired to provide oversight to the IT
professionals who will maintain the computer incegtand log in order to avoid conflict of
interest. All Town-owned equipment will bear a nwerdxd asset tag. [See Appendix B.]

. Any bid package for IT services and/or new IT positproposal will define specifically the
scope of work to be performec.d., maximum hours per week; repairs/maintenance;
networking; IT planning; etc.).

. IT staff or contractors, through the nature of thkities, have access to most, if not all of the
documents of Town staff (emails, computer filesscdj backups, etc). Any IT hire or
contractor will be required to sign to a confidahty agreement regarding Town documents.

. Evaluations of any IT services will be performechaally in September. An evaluation form
will be developed based on the Town’s IT policy aod customer satisfaction (all
departments).

. The Town requires the IT personnel to ensure thadada is backed up regularly, at least
weekly, using tested procedures including periadicsite storage. In addition, recognized
quality anti-virus software will be installed onesy PC computer.

. The Town requires that confidential information baadequate, effective access controls
including, but not limited to, user passwords amdwalls. Department heads who want
administrative privilegest¢ be defined by the Town Administrator] can have them once they
have received training. Employees must have wriggermission from their supervisors to
take home computers. All computer repairs will bade on Town property, with limited
exceptions, to ensure that confidential data hasj@ate controls. Town Administrator must
give written permission for the removal of any caitgss from Town property.

. Repair/Replacement: The Town will purchase comguit@m vendors of recognized quality
(eg., Dell, HP, etc.) and obtain three-year onsite wares and “bundled” software as
appropriate to forego the need for additional ittetian charges. The Town will pay for
repairs for a computer that is more than threesyelt (and post-warranty) if repair call time
is two hours or less unless decided to be apptepriar reasons decided by Town
Administrator. In some circumstances, if longerédsrfor repairs are needed to service a
machine, that machine will be recycled as apprtgrigecycled or rebuilt older computers
may be moved to departments whose computing neagtisbm minimal (library public use,
for example).

A minimum of two rebuilt or refurbished computelrsahb be available for emergency use in
the event of a computer crash.
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10.

11.

The Town will maintain standard PC categories faleoing new computers based on types
of use, such as: basic users get configuratigmotver configuration B, multimedia users
(CAD/ graphics) get configuration C, etc. Thesefgumations will be reviewed annually to
ensure efficiencies, and updated as needed dirtieat

Software development: Town staff shall move towasihg standard, off-the-shelf software
to avoid dependency on one person’s expertiserpepdaty. If something should go wrong
with the customized program after the author afist@mized program is unavailable, the
Town’s services suffer.

The Town will cap the hours that it is willing tayfor the following services to two to four
hours, with the ability to submit on a case-by-daasis pre-work justification for extending
the cap:

+ Rebuild a PC after Windows Operating System coioagihard drive is found
to be okay) if the decision to rebuild is in keapimith this Policy (see # 6
above);

+ Time to troubleshoot whether a hard drive is défect
Rebuild a PC after a hard drive failure if the dean to rebuild is in keeping with
this Policy (see # 6 above);
Backup user data before rebuilding a PC;

+ Restore user data after rebuilding a PC;
Install software on a new PC if not bundled.

The Town will standardize a practice that recy¢tesf necessary) discards, rather than
repairs, older PCs. All hard drives that are eakethfor recycling or replacement will be
wiped clean first. Town staff will exercise dudigknce in discarding equipment in an
environmentally appropriate manner.

The Town will standardize a practice that idensifi€-related training needs of its
employees annually through:
a) areview of IT service calls per employee;
b) discussions between department heads and empl@arees;
c) written requests with justification by employeebleTprocurement officer will
identify appropriate training venues using refeemnio ensure effectiveness and
inquiries regarding cost.

I T=I nf or mat i on Technol ogy 6



COMPUTERIZATION GOALS FOR INCREASED EFFICIENCY AND REDUCED
COSTS

10.

The Town Administrator, with input from Departmdrgads and Selectmen, may consider
bidding for and using more than one IT consultaath of whom would perform different
services appropriate to their expertise.

The Procurement officer, with assistance from Ifspenel, will find sources for hosting the
Town website at significant annual savings to tbevi.

Bundled software should be purchased only aftestarchination that it is cheaper than
multi-user licenses (taking into account instatiatfees by the local IT personnel). In
addition, the procurement officer and Town Admirasir shall investigate municipal
software such as Munis and also Open Source s@&haad determine whether to begin their
uses here.

The procurement officer shall review the age ofgpams in current use on Town-owned
computers annually (see log in #1 under “IT Adntiaigve Policies”).

The Town will explore ways to increase connectiatygong Town employee computers,
ensuring that data is public to the widest ext@ssible while at the same time ensuring that
confidential information has adequate, effectiveess controls.

The IT consultant will work with the Town Administior to plan and implement new
features such as hardware and security upgradesgertmg from an older word processing
program to a new one, etc.

Examine options for Internet connections, emaidi phone service.

Work toward having all work backed up daily on sssv

Work toward having desktop support for all Town qurter users.

After an audit of all computers and software, igohg anti-virus, has been completed, more
goals may be added.
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APPENDIX A: Terms and Definitions

Anonymizer: A privacy service that allows a user to visit &ges without allowing a visited Web site
to gather information about them, such as thead@ress.

Cable Modem: Cable companies such as Comcast Broadband primieteet access over Cable TV
coaxial cable. A cable modem accepts this coasiblecand can receive data from the Internet at bx¥er
Mbps.

DSL: Digital Subscriber Line (DSL) is a form of highega Internet access competing with cable
modems. DSL works over standard phone lines anpastgppdata speeds of over 2 Mbps downstream (to
the user) and slower speeds upstream (to the &tjern

Email: The electronic transmission of information throwgiail protocol such as SMTP. Programs such
as Microsoft Outlook use SMTP.

Forwarded email: Email resent from internal networking to an ouggmbint.

Hacking: Widely used to describe people who gain illegdtace into a computer system.
Hardware: Computers, printers, scanners, servers and amy pltysical equipment.

Internet: Global network of computers used to communicate@ovide information.

Network: The collaboration of computers and shared eleittioformation.

Open Source SoftwareRefers to software whose underlying code is atigl for inspection and
fn;gdification by the licensee, may be availableréadistribution and may be deployed without a l&een

Piracy: The illegal copying of software for personal onuoercial use.

Sensitive information: Information is considered sensitive if it can laendging to the Town of
Wellfleet or its reputation, or standing.

Spamming: Sending copies of the same message to large narabrewsgroups.
Spam: Unauthorized and/or unsolicited electronic massinggs.

Unauthorized Disclosure:The intentional or unintentional revealing of reted information to people
who do not have a need to know that information.

User: Staff, vendor, or citizen employing the use ofitifermation contained within the computer
resources owned by the Town of Wellfleet.

Virus: Executable computer program that can attach itselh item, such as a computer startup area

(boot record), executable file or email. A virusynfieave a number of objectives — most are usually
destructive.
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APPENDIX B

Proper IT Documentation [courtesy of Cristian Patapie]

Information Technology logs should include all haade, software, and systems to ensure a
smooth transition to incoming IT consultants andtcactors when turnover occurs.

Computers

1. main staff username; location;

2. is connected to domain / is single-pc mode; domame;

3. manufactured or custom built?

4. if manufactured: manufacturer, year, model, ses@tlyice tag, purchase date, vendor,
warranty terms, warranty expiry date; vendor canit#o and account number;

5. hardware specs: processor model and speed; RAMmmaxRAM; HDD(s) capacity,
optical drive;

6. network adapter speed;

7. network: name, domain, workgroup; IP stack, DHCRBtatic;

8. network: network printers, servers, shares, andp@corives;

9. backup: backup method and location;

10. if laptop: encryption software;

11. software: OS, version, license #, date purchassajar, update status and settings;

12. software: antivirus, version, license #, licenspigxdate, date purchased, vendor;

13. software: office suite, version, license #, datechased, vendor;

14. software: list of other software;

15. Maintenance log: crashes, repairs, moves, hardevemeges, upgrades.

Printers / copiers

1.

2
3.
4.
5

location; networked or local,

if networked: IP stack, DHCP or static;

manufacturer, model, serial;

vendor, purchase date, warranty terms, warrantyegpte;

Maintenance log: crashes, repairs, moves, hardevemeges, upgrades, page counts.

Network devices

1.

R

location;

if networked: IP stack, DHCP or static;

manufacturer, model, serial,

vendor, purchase date, warranty terms, warranty\egpte;

speed, ports, managed / non-managed, Mac addressede interfaces;
Maintenance log: crashes, repairs, moves, firmwpggades;

Monitors

1.
2.
3.
4.

location;

manufacturer, model, serial,

vendor, purchase date, warranty terms, warrantiregpte;
Maintenance log.
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Servers

1.

pwn

main purpose; location;

is connected to domain / is single-pc mode / is@amontroller; domain name;
manufactured or custom built?

if manufactured: manufacturer, year, model, sesiyice tag, purchase date, vendor,
warranty terms, warranty expiry date; vendor canit#fo and account number;
hardware specs: processor model and speed; RAMmmaxRAM; HDD(s) capacity,
optical drive;

network adapter speed;

network: name, domain, workgroup; IP stack, DHCRBtatic;

network: network printers, servers, shares, andp@alrives;

backup: backup software;

. software: OS, version, license #, date purchasatjor, update status and settings;
. software: antivirus, version, license #, licenspigxdate, date purchased, vendor;

. software: office suite, version, license #, datechased, vendor;

. software: list of other software;

. Maintenance log: crashes, repairs, moves, hardefeneges, upgrades.

Network

1.

w N

network topology, listing location and connectiafsll servers, PCs, network-enabled
devices, routers, switches, modems;

network names, VPNs, usernames and passwords;

wireless networks, protocol, security settingsyuogmes, access keys, locations;

ISP details for each Town office location: conneatiype, connection speed, account
number, username / password, tech support contact.

Specialized Software

ouhswNRE

name, version, release date;

vendor, contact, license #, license terms, expinadiate if applicable;
manufacturer, contact, tech support contact;

copies of config files, settings, owner’s manuaild guides;

location of servers and workstations where inslaléessigned users;
maintenance log: crashes, resolutions, updatepaicties.

Telephony equipment

1.
2.

Nogabkow

network topology, listing location and connectiafiswitches, and other devices;

ISP details for each Town office location: connactiype, connection speed, account
number, username / password, tech support contact;

manufacturer, model, serial number of equipment;

vendor, purchase date, warranty terms, warrantiregpte;

specs, ports, interfaces;

documentation, manuals and guides, setting codésemail and extension codes;
Maintenance log: failures, repairs, firmware upgsd
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PDAs and cell phones

1.

2
3.
4.
5

manufacturer, model, serial number of equipment;

vendor, service provider, purchase date, warrartyd, warranty expiry date;
voice and data service plan terms;

name of staff member who uses it, or have usedtha past;

Maintenance log: failures, repairs, replacemeis\are upgrades.

Credit Card machines

1.

2
3.
4.
5

manufacturer, model, serial number of equipment;
vendor, purchase date, warranty terms, warranty\egpte;
service provider, tech support contact, serviceseand rates;
voice and data service plan terms ;

location, codes, authorized users.
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Appendix C: Massachusetts State Policy

Policy Area: Application/Application
Development

Title: Enterprise Information Technology
Acquisition Policy

Policy #: ITD-APP-02

Effective Date: January 13, 2004

Issue Statement

The Commonwealth has a responsibility to ensureitii@mation technology solutions are
selected based on best value after careful coragiderof all possible alternatives including
proprietary, public sector code shariagd open source solutions. The purpose of thisyd

to ensure that those solutions that may not berwibe represented by IT vendors during the
procurement process are identified and evaluatezbbycies as part of their best value selection
of IT solutions.

Major terms used in this policy are defined asofol:

Best Value: The Commonwealth's procurement philbgdpat states that it is in the best interest
of the Commonwealth for solicitation evaluationefia to measure factors beyond cost. Please
see thdProcurement Policies and Procedures Handbook for a more complete definition of Best
Value. For IT investments, a best value evaluagioould, at a minimum, consider total cost of
ownership over the entire period the IT solutioneiguired, fit with identified business
requirements, reliability, performance, scalabjlggcurity, maintenance requirements, legal
risks, ease of customization, and ease of migration

Proprietary Software: Software typically subjecatase fee under a license that limits access to
and modification of the underlying source code, aggdricts redistribution to others.

Open Source Software: Refers to software whoserlymg code is available for inspection and
modification by the licensee, may be availableréadistribution and may be deployed without a
license fee.

Public Sector Code Sharing: Software code thaivisenl by a public entity and is made
available to other public entities for use and rfiodiion without royalties.

Applicability

Agencies within the Executive Department and vesgooviding information technology goods
and services to these agencies must comply wishpiblicy.

Commonwealth's Position

IT investments should reduce the total cost of aatme to the Commonwealth while
maximizing flexibility and reuse.
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IT investments should facilitate the consolidatodiplatforms that provide the highest flexibility
and scalability in order to achieve best value @rmhomies of scale while meeting business
requirements.

Policy Statement

Agencies must conduct a best value evaluationTfantestments. This evaluation should
consider, at a minimum, total cost of ownershiprdfie entire period the IT solution is required,
fit with identified business requirements, relidtlgjl performance, scalability, security,
maintenance requirements, legal risks, ease obsation, and ease of migration.

For all prospective IT investments, agencies massider as part of the best value evaluation all
possible solutions, including open standards camplbpen source and proprietary software as
well as open standards compliant public sector sbdeing at the local, state and federal levels.

Available online at:
http://www.mass.gov/?pagelD=itdterminal&L=3&L0=Hogiel=Policies%2c+Standards+%26
+Guidance&L2=Enterprise+Policies+%26+Standards&aitd&b=terminalcontent&f=policies
_standards_it_acquisition_policyl&csid=Aitd
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Massachusetts Law
There are three major ways in which Mass. Law and glicy impacts email:

+ Open Meeting Email is subject to the Open Meeting law. From skate guidelines:
“conversations held in person or over the telepheraail conversations among a
guorum of members of a governmental body thatedtapublic business violate the
Open Meeting Law, as the public is deprived ofdpportunity to attend and monitor the
e-mail “meeting.” Thus it is a violation to e-m#&l a quorum messages that can be
considered invitations to reply in any medium, armaild amount to deliberation on
business that must occur only at proper meetings not a violation to use email to
distribute materials, correspondence, agendagportseso that committee members can
prepare individually for upcoming meetings.”

+ Public Record Email is a public record and subject to publicorels access. This means
that anyone can request access to your email nessag

+ Document Retention If a document is required to be retained on papées required to
be retained if it is part of an email message. &muresponsible for printing it out and
saving it.

Computer and Internet Use Policies

+ Software Licensing & Compliance

All software used by Town of Wellfleet employeeslam installed on computers belonging

to the Town of Wellfleet must be fully licensed amgkd according to license terms.

Software may not be brought home for use on homepaters, even if being used for Town
business.

Software may not be brought in from home unlesstifevare is donated to the Town of
Wellfleet and properly accepted by the Board oe8when and that such donation is in
compliance with the licensing terms of the software

To ensure licensing compliance, purchases of coenfnardware and software must be made
through the Computer Committee and the Informafieahnology Department.

Any software that is not properly licensed mustdgeorted to the Computer Committee or IT
Department for removal.

+ Internet

The Town of Wellfleet provides access to the Intefor employees. Because the Town
provides Internet access to assist you in the padoce of your job, you should use it for
official business.

Employees should be aware that other town employaescularly Information Technology

employees may access e-mail, documents on semeis@al drives, web access records,
and other materials as an incidental part of thhefies. This includes investigations of
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misuse of resources for unacceptable purposes,asdiut not limited to those below.
Workstations may be temporarily reassigned, progdither employees with access to the
contents of a local drive.

All computer resources, including e-mail, are proyef The Town of Wellfleet and no
guarantee of privacy is made.

Use of the Internet or Town of Wellfleet computer esources of any kind for the following
activities is forbidden:

¢

¢
¢
¢

Distribution of destructive programs (i.e., virugagl/or self-replicating code)
Hateful, harassing, or other anti-social behavior

Sending unsolicited commercial e-mail (i.e., SPAM)

Intentional damage or interference with others édample, hacking and distributing
viruses)

Dissemination or printing of copyrighted materigtscluding articles and software) in
violation of copyright laws

Sending, receiving, printing or otherwise dissertingaproprietary data or other
confidential information of The Town of Wellfleet the Town citizens in violation of
town policy or local, state, or federal law

Making publicly accessible obscene files

Offensive or harassing statements or languagedigjudisparagement of others based
on their race, national origin, sex, sexual origota age, disability, religious or political
beliefs

Sending or soliciting sexually oriented messagamages

Operating a business, usurping business opporasroti soliciting money for personal
gain

Engaging in any other activity that would bringrdjgute to The Town of Wellfleet
Engaging in any other activity in violation of thaav

Failure to abide by these guidelines will resultlisciplinary measures up to and
including termination.
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